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Col)ti])uous olllille IImliitorillg c)f c.c)lII])lcm  d!’tlalnic  sysle]ns is COII-llllO1l  ill a])j)lic.atic)lls  as cliversc  a s
illdustria]  ]~lallt oj)eratiolls, telc’cc)lI]llll)l lic:iticJlls ]Ictworks,  and I)ic)lndic.  al IIcalttl  Illollitc)rillg.  11’cjr
]Ilollikrillg  ]Jurl}oscx, tlIe  exact IIa{llre  of tJIc systcIII  ullclcr  observat.ic)ll  is t,y I)ica]ly  IIOt, relcval}t,  ~jrcp
vidccl tfllere mist sol IIe n]casurcnocllis  c)r Syl III It OlI-IS wl]icll ])rovidc  diagllc]stic.  illforInatioll regarding
LII12 u])clerylil)g, systcl II s(ate. ‘J’l]is ])a])cr disc. usscs  lIcmI l,c)tll j)atterli recogltitioll (ill tlIe  fcn-lj) of
IIcural  IIetjwclrks)  al)d IIidcle]] N4arkcn7  II Ic)clcls (IIMM ‘s) call  t)e usecl to alltol-)-latic.all}~  IIlollitc)r  o)]lillc
data for fault clctcctiwl ])ur]joscx.  Jtic)liitorilig  fc)r al]o~llalics  or faults ])cmes SOIIIC  tec}lllic.al ])rot)lcIrls
w]]ic]l  are IIOt IJc]r)]la]]y  ellc.c)u]lt,erc:c] ill ty])ica]  ]1 Mh4 ap])lic.atic)rls  SUC1l  as SJ)CXC.]1  rcxc~g~lit.iorl.  III
])articular,  ttIF2 ,al)ility  to detect  clata  fronl ]jrcwic)us]y  ulIs12elI classes and tllc usc  of ])rior  kIIcnvlcdge

ill co)lstrllc.ti:lg,  tlIe hfiarkov IIIc)del  a r e  l)ot,l]  essential ill aj)])licatic)l]s  c)f Lllis ]Iat.urc. ‘-l’l  Ie ])a[)cr
dcxcribcx  reccI]l.J ])rc)p;rcws 011 LIIese slid related tc)])ics (irl tl]c  c.oIltext  c)f fault,  dctcc.t)ic)ll  ) and uses a
real-wor]cl a])]jllcatiol)  at J]’], ic) illustrat,c t,l Ic ideas.

2 }’atitcrlll R(!cc)gnitioll i n  l%tlli( M  Onilm’ing

2 . 1  1  Jackgrounc]  on l“ault IJetcw.t,io]l for I)yIIamic Systxms

l~or ]illcar systelns  wllcv-c tlIe syskln  clyliamic.s  slid sellsc)r lncasurelllellt ])roc.ess call  be c.c)In])lct,ely
]IIodcllcd  ill a; I accurate ]Ilarlllcr,  a variety C)f c)])tilnal coljtrol-t  l)ec)rctic IIlettlocls  for fault detection
call  be dcrivec]  basecl C)II state Cstilnat,ic)ll  allcl statistic.a] al]alysis o f  tJIe resiclua]  errcjr  signals [ 1 ] .
III ])racticc, I)ovvevcr,  ]]artic.ularly f o r  large c.oIII])l12x syst,eIIIs, it i s  CCIIIIIIIOII  tliat LIIC systelIl IIJOCICI
IIIay IIc)t Le tlIat ac.cllratc> c)r rdiablc.  A  C. OIIIIIIC)IJ  teclillique it] SUC]I a sit,rlat, ioIl ist,o fit, a clyllalnic,
lt)c)del to tllc relation  slli~) t)etwecll tile IIjcasurccl  input alicl c)utj)ut sigt)als o f  tlIc  systell] -  tlIe
II IOCICI  is c)ftcll aII a~)tc]rcg, rc:ssive-cxc)geI] c)L)s (A I{X) IIIOCICI. ‘J’lIe J)aralnetcrs fl o f  tJIe (fixecl  c)rcler)
II Iodel arc estill]atecl olblil]c ill r e a l - t i m e  using c)l)servccl il]])ut/outl]~ut data. II CIICC,  fault,  cletec”tior’1
c.alI bc c.arrid  out, by c)lmrvillg cl]allgcs ill tt]e values of ttie Cstir]latecl  ]~arall)etm  v a l u e s  ( o r  ll-IC)Cld
ccmfilcicllt,s)  r e l a t i v e  to SCHIIe refcrellc.e  set, ‘J’llis IIlctl]c)d  lIas  l) CC. OIIIC kIIOWII  a s  tlIe ])aran}etcr
II!ctllloc]  c)f fault dctect,ioll [2, 3].



I I I  a  ty])ical COIIII)ICX  systeIII  tltcrc IIIaJI  I)c little or ]Io l)rior  klIc)wlcclge  as 10 lIOW t,lIe I)aralllctcm
will ~,]l~illg~ ill rclaf,iol)  t,o l);lrt,i~~l]ar  fau]( collfiit, iol)s. ASSUIIIC tJIat  tllerc mists a  lal)cllecl  database
of trail lil)g daija  c.ollsistillg;  c)f olxcwvcd  data c o l l e c t e d  ulldcr I)otl) llcmna]  aIId fault c.ollditic)]ls,  i.e.,
a  set o f ’  ])airs  ,{(),cdi  }, wl)crc  .0 C 1/[’ is  a rl-clil)}cl]sic)ll:il syll)]jtoll) c)r f e a t u r e  vcxtor, al)cl wllcre
L)], ..., L+,, arcst.:ltcl ~ll)cls(  t~~j)ic.:illyti~l istll~liorlllalstate and tllcotllcrsa refallllstlatcs). IIcllce,

O]IC call  u s e  sul)mviscd lcarlliilg o r  C.lassificatic)ll  lec.lll)iques  10 lcarvl a IIJCJCICI wllicll  cstillJatcx Ll)e
IJc)stferior  l)rol)~ll)iliticso ftllcs} 'stclllsta tcg, i\'clltlllc ()l)scrvc!(l  data,  p(~’ilfl) Stallclarcl  feecl-f~rwarcl
IJcural  IIctworks c.a]i Iw quite u s e f u l  ill d i a g n o s t i c  al)l)lic.atiolls  of this hature. III earl ier  wc)rk  wc
IIavc clcxcril)ccl a l~articlllar aljl]licatioll c)f tl]is i d e a  lc)fault, diagnosis of all elcctrc~lllec}lariical all-
tcn]la jmilltillg systc]i] [ 4 ] .  11 w a s  fc)ul]cl that a siliglc IJiddcll  l a y e r  IIeura]  IIdlwcmk cliscrill)illallt
c)~lt.l)crfc)rlllc~cl a l)arall]ct,ric  Gaussia]] c l a s s i f i e r  W1)CI]  USCC1 tc) c l a s s i fy  est, i]rlatecl  AIU c.odlicicl]ts.
l.l])likc c)tllcr  11(>11-l)aralllctric.  c.lassific.aticnl lIIcilIc)ds suclI as licarcst IIcigl)t)our  c l a s s i f i e r s ,  fccclfor-
warcl ]Icural  ]Ietworks  llrovide reasc)llat)le  mtilnates of l)osterior C.lw$s l)rot)abilities [ 5 ,  6]. ‘J’llis  i s
a sigllific. ant aclvalltag;c  ill r e a l - w o r l c l  al)l)lic.:ltiolls  wll~re  tll~  lletjwor~  l-has be a cc) InJ)c)lIcnt of an
ov~ral]  c]ec.isic)jl Illakillg Systeln, e . g . ,  l)ari  of a I]iddc]l Markcn’ lIIc)clcl as ill S~Ctioll 3.

2 . 2  ]]dmiicr]] of Novel  Sktc%

A  standard  assut)ll)tioll i s  tl)at tllcrc arc m k]low]l II)ut.u  ally exclusive allcl exhaustive states (c)r
“ c l a s s e s ” )  c)f tile systcln,  ti~], ,ti~,,, . ‘J’IJc “II JIItually exclusive” assuil]l~tic)ll  is reasol]al)lc ill Inally

al)l)licatiolls w])ere  Illultil)k sillmlt)al)cx)u$ f a i l u r e  are lligllly u n l i k e l y . }Iowmwr,  t,lIc exl}aur+tivc
assullll)tiol] is s(oll]ew’llat.  ul}rcalistic. III j)articlllar, for fillllt detection  ill a Collll)lex SyStjel  II Colnl)oscd

c)fllllllcl rcclsof tll()llsal)clsc )fc(JIlll)o llellts,tl] c]e2lrcal1lyriacl  of]jc)ssil)le  fallltc c)llditjic)lls  wl]icll  Inigllt
occu r .  ‘J’IIc  l)rol)abilit,y  of c)c. currcllcc c)f ally  sill F;lc C.ollditioll is very s]l]all,  but ]IoIIctlIdess t,llcre  is

a siglliflc.al)i  l)rc)t]al)ility  that, at least  c)l]c of tl]cm c.c)llditiolls will o c c u r  cwer scnne fillitc time. A s
all cxall]l)lc, fo;r tl]c antclllla a~)l)licatioll  descri}md  ill Sec.tiol) 4, tlllerc arc a few’ well-kl]cnv]l faults
(SUC1,  as tacl,olncter failures) wl,icl,  occur wit]) regular i ty  a,,d c.a*, he assiglicd s~)cc. ific fault states
ill adva)lc.c:  llowcvcx  it i s  liot l)ractic.al  to assig)) states to all t,llc c]tl)cr lnilloi- f a u l t s  wllic.11 migl]t,
occur.

IIcl]ce, LIIC questiol] IIlust  lhe askd as to  wllctllcr o r  IIot a cliscri)lJil]a]]t  c l a s s i f i e r  trail) ccl  k
dist. illguisll data fro]])  nt states, call idclltify data flo]ll a  clifl’ercvlt, cm novclstat,e.  ‘J’lle a)lswcr lies
ill a sil)ll)lc  al)lllic.atlicnl  c)f ]Iaycs’  ruk. If tl)c  classifier is a pure dzscrz7JIznanf, i.e., it directly lIIcdcls
tlle~~osteric)r  ~llrol)al)ility ~j(ti~~{fl), tl]m] itisiltll)licitly rcdyillgoll llleasstll]ll)tlic)ll ~f~~~laustivitly all~
c.al}llot ill l)rillci]llc’ clckct IJCNC’1  data. A  goc)d cxall”ll)le  o f  t~!is ty~)c! o f  c.]assifier  is  a  fc?eclforward
neural  IIctwcnk  using siglnc)iclal actlivatic)ll  fullctic)l]s. I;ssellLially,i fc)lleg i\'essllclla traillecllletwork ,
llcw clata wllicll  is fidr away fron]  Llle trailli]]g data ill tl}cfeatllrc~sl)ac.e, it will ])roclucea IIcar  c.ertaill
c.lassificatlic]ll c]ecisicnl for ol]cof tl}ecxist.illg (-lasses l~ccausc  oft}]  cscllli-glot)al llaturcof Lllcsigtnoid
IIlcdd [7].

(h)  Llie otl)er Ilalld, a  gc?)c7flt7?~c lIIoClel (Iircctly  lIIoClcls LIIc data li~clillood I)(fll&’i)  allcl ~11~11
cldmlnillcw ~)cmtmic)r  class l)rc)ba})ilities  l~y al)~)licaticn) of IIayes’ rule. lIkaI-nplm  of generative clas-
sifiers illclucle  l)aralnetric l])oclels suc]l a s  Gaussia)l  c.lassificrs  alicl ~!lcl[-lc)ry-t)asecl  lnetll Ods suc.11 a s
k e r n e l  dcllsity(  >still-latc)rsal]cl  IIear IIciglli)otlrll-loclels.”  (;cllerativel l-)c)ciclsa  rel~yllatllre well suitmcl
tc) cmlille  acla))tatiml, ill l)ar~icu]ar, aclal]tatioll c)f tile s t r u c t u r e  o f  llIC lnode]  s u c h  as tile illc.lusic)ll
o f  a IIcw class - cc)llvcrscly,  disc. ruminant,  ]nodcls arc l)y IIaturc clifIicult  to adal)t cmlillc.  IIc)wcver,
tllcrc isa traclc-ofl: t~ecallscg elicratil’clr lc)(lclstyllically  aie cloillF; ll-lore  llloclellillF,t llalljllstsc arcli--
illp, for a clccisioll  Iloulldary, tlIey call  be less cflicic]lt  (tllal] clisc.rirnillal]t  lnetlic)cls)  i]) t,lleir  u s e  of

tl)ed at+. l)c)rcxalnl)lc) gm)crativc  l))c)clcls  t~~})ic.ally sca]c  l)oc)rly  witl)  ill])  lltclill-lcllsic)llality for fixcxl
tjraillirlg  salll})lc  size - scc l)awid [8] and S] I-Iyttl  J [7] for furtl]cr discussion.
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AII obvic)us  idea  ill ])ractice is usc  lIotlI a gmlcraiivc aIIcl discritllit)at.ivc c l a s s i f i e r  and add aII
“7)/+ ltl I” state to tlIc  II Iodcl to cover “a 11 otl]cr ]Jossil )lcstt:ltcs’” IIOt acc.oulltccl  fc)r by tllc kt]ow]] TTJ
s t a t e s .  IIe])cc,  tl]c  l)ostlcrior  mtlilllates c)f tlte gclterativc c.lassificn are co)lditiollcxl  o]l wldler  or llc)t
tl]e  data col])cs  fro]ll  OIIC of tllc nl k])owll c l a s s e s . lmt t!llc’ Syll”l})cd CL)  ~{ ,...,?),} cl~llot’~ t’llc ~v~llt’ t’llat’
tile lruc syslel])  s t a t e  is ollc  o f  tllc kllowll  stales, and let j~(W,+ ] _[0) I,c tl)e ~,ost,erior  ~,rotml,ility

t h a t ,  !IIC data is fro])]  al] ulikl]ow]i  state. IIcl)c.e,  o]]c c.alJ csti]llate tjllc t r ue  ~)osterior  ])robability of
iildiviclua]  kllow]i  states as

~( ti’ii!) = ]Jd(L’il~, “{],...,7,L] ) x (] - ~’(ct)?!t+  ] IO)), l<i~m (1)

wllcrc  j~~(ti~ilflj ~’{],...,t{t} ) is tl,e ~,osterioi-  ~,rol,al,ility mti]llate of state r’ as ~,roviclcxl  Ly a discri]]]-

illative ll-IOClel. ,p(fllI-4~{  1,.,.,,, L}) is ])rovidd  directly l)y tlIe  gcl]erative lmclel wllicli  tyl)ically Cal) bc

a  lnixture c)f Gi~llSSiallS c)r a ker]]el  clmlsity  cst)ill]atc  o v e r  all of tile traillii)g data (igl]oril]g  c l a s s
]a~)ds).  ‘J’lJ~ ca](r.ll]at!io])  of  ~J(ti)nt+ ] ]fl) call tl)~ll be obtained  ‘ ia  IiayCs’  ‘L1lC ‘f ])(fktl’+ 1 ) ‘s  ‘O1rle])Ow”

kllowll - ill [9] al I al)}lroacl)  i s  dcscril)d wllicll  uses a Ilc)ll-illfc)rlllatrivc’ uliiforlll IIaycsial)  })rior f o r
~,(fllti~,,,+  ~ ) over a l~oullclecl sl)acc  of l)aralllet cr l’alum.

3 1 lidclcn M  arkc)v  moclds fc)r ‘J’cm])ord C~c)nl,Cxl

3.1 Gcmcra] l’rinciples

11 is assu]]lcd  that tllc rcaclcr  is falniliar wit]) tile basic tcrl]lillc)log!’  a]]d CO] IC.CIILS of ]Iklhfi  lnet,llocls
clue to sl)ac.c  lilllitatic)lls, clctailcd cxj)la~latic)]is  a)]d cquatlic)lls  itlvolvillg llMM’s are crlnitltjcxl ill

!l)is  vcrsio]l  of tl}e }Ja})er (see ltat~iller [10]  fo] a tl]cmc]ugl]  cwcrvicw).
‘J’IIc  lnct,lloc]s  out]illcd ill Sec.iic)ll ? ignore lclnl)c)r:il  irlforlllatic]ll  ill L]le SCIISC  Lllat  a giveli  f e a t u r e

vcc. tOr is classified without, using ally iljforlliaticnl al)c~ut, I)rek’ious features or classificatic))l  mtilnates.
Clearly tlllis ‘Iil):;tal]t)alle<)lls” classif icat ion] igllorcs tl)c tcrn~)c]ral  co]llext of the IJrc)l)lelll.  l“or cxarn-
l)lc, wit,]l  tlIe allkllna a})~)lic.atic)ll, tl)e saln~)lillg  interval I)etwcwll fcatlure vcc.tcms is  4 scco]lcls,  wi)ile
t.lIc ]Ilca)i tjilllc I)ctwmll  failures is at least oll tllc order cjf llc~urs.

AI) degant Inodcl  wl~ic.1)  illcorl)c)rates telnl)oral c.o]]tcxi  is that of’ tile discrebtilne,  fi~}ite-state,
llicldc~j Markov l]lodcd. “J’aki~lS a cue  frol]i  tile dcvclc)l)]llel]t  o f  ])ybrid  ~ieura] lletwork/ll Mh4 aJ)-
l)lic.atficnls ill S1)CXCII rccogtlitio~l, the i d e a  is tc) e]nhcc]  tile i]lstalltallcc)us cst,illlatm  l)rovidd by LIIC
llct,work  witl)il)  a hlarliov ]IIOCICI  fralnework [ 1  1 ] .  liatller tlla]) clircctly ~nc)dellillg t,lje corrclatio~ls
at tllc f ea tu re  Icvcl,  tcln])c)ral  corrclatic)]l  is clircc.tly IJIC)CICTIICC1  at LIIC st, atc ICVC1. ‘J’l Ie hiarkcw 11-IOCICI
tfral]sitioll  J)aralneters call  t~e estilnatjccl  usillp, a  colnl)illatic]ll  c)f J)ric]r  lil Iowldge  o f  tlIc  lc))lg-krm .
systcxn  bellaviour allcl gross fai lure s tat is t ics  (see SCctic)ll 3.2). ‘JIIe twc) l)ri]nary assulnpticnls,

lla~ndy, i~lclcl)elidcl]cc  of fca(urc mti]llatm froln C)I]C wi]lclow tc) t,lle Ilcxt allcl a  f i rs t -orcler  hiarkov
state de~)cnlclc]lcc,  botl) al)l]ear quite rc]l)ust  ill l)ract.  ic.e }Irc)vicled  ccv-tai~l reasc)llat)lc  assulnl)tiolm

are lrlct [1 1]. ‘J’hc idea of t,reatillg tile cnllil!c IJlollitorillg c)f clyl)a~nic systems witJlia t,lle fralnewor-k
o f  a  11h4 h4 al)l)ears to llavc  becIi  ])ro})osed illdq)culde)dly by S]nytl]  alicl h4dlstro]11  [ 4 ]  f o r  elcc-
trolllcxllallic.al sjmtelll IIlollitorillg a]ld by Aya]]c)glu [1 ?] for collll]l~!rlicatic)lls  IIctwc)rks  ~nodcllillg  --
l’rcwal]  [13] also dcxcrihes a liove] aj)))licaticnl  of cssmtially tlje sallm iclca tc] tile ])rc)hleln of ]nedical
cliagllosis  al]cl treatlncnt, c)f acute al)clomil)al  I]aill.

3 . 2  Spcxificxttlion  of II JVIM ‘J’ransitjic)]i  l’rc)habilit,im . . . . .

‘J’IIc  nature of l,IIc II hcl h4 Inet,lIod  used for  c)~lli~lc  11-lol)ilc)rillg  is co]isideral)ly clifl’crcv)t  tc) tlte ]nore
trac]iticrllal  llh4h4 al)l)rc)ac.11 f o r  SI)CC!C.11  rcc.op,l]l!ioll  al)d Iallguag,c  II”lc)cidlillg.  ‘.i’y J)iCallY, tllcrc is c)llly
a sil)gle  IJIC)CICI  and t,llc fcxus is 011 dcterllli]ii)lg t,lie likelj’ state scque]lc.c  for that ])artic.u]ar  lllc)dcl.



‘J’IIC IIIOdd itself is  dolllillatecl l)y a sillglc s t a t e  u] dcxc.ril)illg  ]Ior]lml systcII-J bcllavicmr - -  LIIC
Ryst,c1l\ t, VI JiC.a]]y  SIJCIIC]S  ]jIcNt, Of it,s t,illle ill L])is Ollc st, ate. IIcllcc, u]llike  s] Jcx:clI a])l)licatiolls, tlIc
cJyIla]nic.; o f  tll’; llMh4 c.a]J lw quite si]n])lc  - IIcMIctl Ielcss,  tJIc prac.tic.al  I)cllefitjs fron)  rncdcdlit)g
a  systjcn} ill t,llis IIlallllcr  (as oI)IIcmcl tc) ig,l)oritlg tcv[ll)cmal co] ItcxL) cat] be sig; tiiflcalltj  ill tcrl[)s o f
i]tll)rcn’illp; lltc a c c u r a c y  o f  tJIc state cxtilllatlcs.  111 J)racticc it is cc)llvel)iel]t  to aug]llc]lt tlIc Inoclc]
wit]) states sucl  J as al] ‘(C)W s t a t e  wllcrc tl)e  systcill is  ][0 lo]lgcr  c)l)cratiltg ill its IIorljlal clyllalnic.

lmclc, e .g. ,  the J)ower is switc.ld  ofl” 10 aII dcxlrical systenl.
A s  dcscribcd i)] Scc.tiorl 2, tllc NJ -1 1 t,ll s tate w,,,+ 1 is also ullusua] in tl]c SCIISC that it acc.c)ur)ts

f o r  clata fro])]  states wllic.1) arc u]lkllowl]  a p?iori. ‘J’lle ilicc)rl)c)ratioll  of l;quatio]l  (1)  illtc) tllc lncm
sta~lclard  llh4h4 ulldati]lg  cxluaticnm  is straiglltfc)rward a]lcl w i l l  IIc)t bc clcscri  Lccl IIerc.

Wl]ilc tl]crc mav he traini]lg data for  s)~ccific s t a t e s  a v a i l a b l e  (Ilc]rll]al data allcl f a u l t  d a t a
cjbtaillcxl  u])dcv  cc)lttrollccl  c.ol]clitliol)s),  it i s  unlikely that, tllcre a r e  scxIucIIccx  c)f allt}otatlecl  data
av;,j]a~~]c for t,rail,i~lg,  I]c])cc:,  clircCt al)l)licat,joll  Of })alll]l-\f~clc.Jl (or silni]ar} n]ctl]c)ds  for IIaralllctcr

cxtil)jatio)l arc ~lc)t f ea s ib l e .  ]Ilstcad }Jrior  kIIc)wlcd~e  of tllc f a i l u r e  lnc)dcx  c)f t]]e systeIIJ  )nust Lc
used. ]“or cxaml)lc,  by usc of tl]c l)rc)l)crtjics of tJlc geolnct, ric clistributricnl  c)f stlatrc  duratic)lw ( f o r  a
first o r d e r  llMh4), tllc followil]g, si)lll)lc  rclfitic)ll l)olds  k)etwecII  tJIc’ Lral]sitio]]  ~)rc)babilitjy  all al)cl
tlllc! hfrJ’}il~, fad:/’})}’,  C)f the’syste)ll:

wllerc T is tllc sal[ll]lillg illtcrval l)etw’cell  s tate csLilllatcs. ‘J’l)e h4’1’111:  c.a!l })c citllcr cstill)atcd
frc)ll)  a l)rc)l)lclll data]msc o r  from relial.)ility  sljcc.ificatic)l]s. Silnilarly, collll)c)lle]ltfailllrc rates fc)r
sl)ec. ific cc)]lll)ollcl]ts  J)roviclc collstrail)tso]]  ot]lcr tral)silioll J)rc)bal)ilitics.  l]] this 11-lalJllcr,  tl)c llh4h4
trallsitic)ll II)atrix isclcsig]lccl  base+  C)II ])rior  !;llc)~llcclgc c) fc)vcrall systcl II rclial.)ilitly [ 1 1 ] .  111 Sccticnl
5 lllctJlc)ds  fcw uJ)clatillg  tlicse cstilllatcs o]llillc  are  discussed.

Nc)tc t}lat a l t e rna t ive  al) J)roac.l]cs (to tile llh4h4 Illctllod) WC)UIC1  be citllcr t o  u s e  “ w i n d o w s ”
o f  ~)ast  data c.ol]ll)il)cd  wit]]  ])rcscllt d a t a  a< ill t,illlc-clclay  l)cural nctwcmks,  o r  Lc) usc  rec. urrcnt,
])cur-al IIct.works  wit]] fcccll)ack.  IIowever,  tl)e  llh4h4 II IOCIC1  lIas  tJIc clisti])c.t aclva~ltagc  o f  usil)g
IJrior li]lcnvlcdgc  ill aII clcgalIt  a]lcl Cxj)licit  forln, wllic]l ill turn facil i tates clcsig]l  ancl t.unillg  of the
IIlol]itc)ri)lg  ]IJOCICI ill a]l .?JJ)J)]i  C.a~i OIIS set,t, illg,. h’or cxall)l)]e,  W]IC]I agi]lg  colnl)o]]cllts are rcJ)laccc] by
]ICW’ c.cj]lll)c)]lellts,  t,]le ]1h4h4 })aralllC!(CT$  Call ))C’ a(l~USt(!d aS a fUll Ct,i Oll Of ]ifCtill’JC! rC!]iahilit,Jt  rl”JC)d C]S.

4.]  l’rcjblcm ]Iackgrouncl

‘J’lIc systc]li hCjlJ~;  I1”JC)IljtC)r~C]  is a large steeral)le 3411J grc)ullcl alltcljlla wljicl)  is tJ c r i t i c a l  part o f
N A S A ’ s  I)cc])  !S})acc Netwc)rk  (l ISN). ‘J’llcrc  are 3 al]tcljlla sites (Ic)c.atecl  ilj ~aliforllia, Sj)ain  ar!cl
Australia) J)rovidillp; full 2A-hour c.overage for CICC])  s})ace cc)lj-lll~l]llicatic]ljs  with varic)us  illtcrJ)lall-
ctary s])acccraft. I’lJc alltcljrlas re}]resc~lt  c r i t i ca l  J)otentia] sillglc I)oints c)f f a i l u r e  ;IJ  LIIc  llctwork.
‘J’]Jc  alltelllla servo J)c)intiljg systems are a COII”J])lCX Il”rix of clec.trc*Irlcc)[aI}ica]  C. C)ll”JJ)OIIC!lJh.  A faulty
C. C)lll])Oll CI1t,  ll”JalJifC!SLS itSClf ill C]lrC!C.  t]J’ via  a C.]lallF;C  ill t]lc’ C.llaraCtCri SLiCS C)f ObSCrvC!d  sCIJsor rcac]-
ill~S ill t,]l C’ J)C)il)tilJ~ C. CMltrCl]  lC)OJ). ]Icc.ausc  of tllc ]Io)t-liljcarity a]jcl fcwdback  J)rescnt, d i r ec t  causal
re]ai,ic)]ls]ji]js  bctwcclt fau]t C. OIJC]itiollS and c)hscrvcd syln})tc)ll”ls  call  hc c]if[ic.ult to cstablisl) - this
IIjakcs  ]Ilanual fault cliagllosis  a t.il]]e-col]s[lll-]illp; allcl exl)cl]sive  })roc.css alJd tlJe a~JJ)licatlic)ll  of clirec.t
allalytic.a] lnodcls ilnl)rac. tlical. ,’.
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F’igurc 1 :  l’ktilnatccl ]Jostcrior J)robability cf]]c)rlnal  state ( a )  usi]lg  I]c)llhlhf  arid tllcexliaust,ive
assun)])tio]l (]lc)rIjla]  -1 ~ fall]t st, at,cs),  (1)) using a ]IMM Wjt, ]j a ge])crative  IIICJCICJ  (Ilorllla] -J 3 fault,s
+ c)tllerst,ate).

4 . 2  l’;xpcri]nc!ntxd  }{c!sulis

‘J’l]c IIcural-  llhlh4 nmtl]c)d c]utlillecl  ill Scxtic)lls  2 ZIIICI 3 was  aI~J]liecl tc~ Ilml]itoritlg L1lC ]not,or current
sigl)al  c)f the elcwai, ior) ~)c)i~)til)g syst,cIII f o r  a Ils N 3~11-I allt,elllla  at ciolclst,o]lc,  C,aliforllia. I’igure 1
( a )  a~ld (b) SIIOW t y p i c a l  co~nJ)arativc  rcsulk fc)r twcI c]if[crcnt  11-IOCICIS  (sl)ac.c lilnitaticnls prcc.luclcd
t]]c illc.]usicm  of lnc)rc clct, ailecl cxl)erilnc)ltal resul ts) .  ‘J’lJe ]IIC)CICIS wa-e t,railied  allcl tcstccl 011  illcle-
l)cIIclcIIt  data SCLS. ‘J’l]c cxJ)criInelit ccmlsislccl  c)f iIitrc)cluc.illg l]arclwarc f a u l t s  illtc) tllc systmn irl a
cc]lltrc)llccl Inallllcr at 15 lnillu!,cs  allcl 4,5 IIlillutcx,  Cac]l c)f 15 ]l]i~lutes  clurat,icn]. slIc~wJ) i]] 1+’igurz
1  arc tlIe lnc)clcl)s cxtimatcs o v e r  tilnc that tllc systclli i s  ill t,lle IIcw]llal state - -  c.orrcsJ~orlclillg
gra])lts  of cstinmtes f o r  I,llc c)t]lcr s t a t e s  a r e  riot  sllcwn but, a r c  qualit,ativcly similar. ‘J’]lc i]l~}ut
f e a t u r e  vccior ~ cc)]lsiskcl  c)f 8 A I{X cc)cflicicu]ts a]lcl 4 c]]crgy  esti]nates -- tllcsc w e r e  estirl-lated
f r o m  I)locks  of sc]lsor  clata  (]notor  c.urrcllt, t.acl)cnl]ctcr,  cc)ulltcr  t o r q u e  reaclil[gs  SalnJ)lcxl at 5011z)
sJ)ac.ccl at 4 scccmcl  il]tervals,

h40dcl  ( a )  u s e s  ]IC) llh4h4 allcl assuIIIcs  Lllat  t)]e 4 lCIIOWII states are cxllaustivc  - -  a  si)lgle
fccdforwarc]  ]Icura]  IIctwc)rk  wit]l  8 l]iclclell ul, its w a s  USCCI a s  t.],e cJiscrill]iflat,ivc  IIjC,CIC].  Mode]  ([,)

u s c s  a  llh4h4  w i t h  5 stat,cs, wl]cre  a gc])erativc 11-Ic)dcl  (a (;aussiall ~nixture II IOCJCJ) and a flat J)rior
a r c  u s e d  to clctcrlnil)e t,lle J)robabilit, y of t)Ic btl I st, atc (as ill [9])  aIIcl tile sa)nc ncwral  llct, wor,k  a.s
ill Illc)dc!] (a) i s  used  as a C]iscrilnillat,c)r f o r  t]le  c)t]lcr  ~ k]lc}w]i  st,at,es ( a s  ill ]I;quat,ioll ( ] ) ) .  “J’]Ic
)Jaral)lcters  of tl]c llh4h4 w e r e  set acc.c)rclillg tc] kIIC)WII hl’J’111”  s t a t i s t i c s  fo r  tllc syste]n a~)d t,l)c
illcliviclua]  colnI)o~lcnts.
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‘J’lle r e su l t s  indicate tliiii II Iodcl (a)’s eslilliatcs are quite )Ioisy alIcl c.ollt.ail)  a sigl]ificallt number
c)f IJotcl)tial f a l s e  a]arlils (I}ig;llly  ullclcsiral)lc ilI aII ol)cwatiol]al  e[ll~irc)llll]el}t). Mode]  (b) i s  lI)uclJ
lnorc st, al)lc  dl]c to tllc slllootllillg efl’cct of t lIC llhd h4. Nc)l]ctllelcss, we  11OLC that bc!twcx!ll  tile 8th

aIId 1(1 IniIIutcs,  tlllf.m aj)pcar to IJC soIIIe ])cxsil)le  f a l s e  alar)lls. 011 illsI)cc.timl  of t])e m-igillal  d a t a
it was fc)lllld t.list large trallsiclltjs (of II IIk IIOWII  orig,il]) were ill fact ])rcscllt ill tJIc smlscm data and
t h a t  this w a s  w h a t  tlIc  lIIodf21 lIad  cletectcd. ‘1’IIc  m o d e l  wit.llcmt  a gcllcrativc c.olll))c~l}cl]t  (citllcr
wit]] c}r wit,llout,  tllc llh4h4)  illcorrcc.tly classified tl}is state as C)IIC of tJlc ktlowI) fault states (tJIcse
results  are IIot sIIow’1]). A  v a r i e t y  o f  otl]cr cxl)cri)llc)!t.s  IIavc l)CCII  ctirriccl  out, invcstigati~)g t])c

cfl’cc.ts  of difl”crcntj tjy])m Of (]  CllSit)’/C  !iSC.rilll  ill~ti(Jll  l])oclc]s  aIIcl Markov structures. ‘J1lie results }lavc

ljccIJ quik rol)ust. At ))rcscl!t,  tl)e  sof tware ill-]])lclllelltatic)]l  of I1]oclcl  (b) is Imillg tested for olilit]c
d a i l y  use at o]w of J1’1,’s  alltcl]llas.

5 Wc)rk  in ]hqyss

A)] algc)ritlllt]  wllic.11 could  idc))t.ify IIC}V trallsic]lt states and add tlIeIII L o  tlIc  lIIoclcl woulcl be
quite useful fc)r alltol]olnous ol)eratiolls. ‘J’111 I)roblclll  of adal)tiI)g,  llh~hd IIIOCIC1 s t ructure is  cluit,c
diflicu]t ]Iowcvcr  without, t,llc usc  of siglliflc.ant  Ilric}r c.ollst,raillts  - St,olc.kc and Ollmllul}clrc)  [14]

IIavcdcvelc)l)cxl  a Il~ctllc)cl forclisc.retcl  lh4h1’s,  lJ~)ttllecc J1]til]~lc)~lsclc llsityczls eisc.  o~lcc])ttlallyI llorc
cc)IIIl)lcn  a]lcl l)rol)leln:ltjic.

‘1’1){ c.asier  problc]]l  is tl]at c)f ada]~tillg  tlic l~araljmters of  a fixed  I)lcdcl. l{clwat.ecl  u s e  o f  tJlc
li:il1111-\47elc. tlestilIi:itic)l] Inctl)odill t~atcl}-ll)c)(les eeIllsi il:l]JJ)ro}Jriatcal l(l coI)-lj)lltzitic]  llallyil]feasit)le
for olllilic aclal)tlatioll. lt)stcad wc lIave  iljvmtigatcxl silill)lcr IIlctllods. III l)artic.u]ar, fc)r tllc tralb
sit,iol] )Jrohahilit,ics, tlIc use  o f  l)iriclllct l)riors  [15] leads tc] illt.uit,ivc  al]d collll)lltaticlllally silnl)lc
ll~)c]at,illg SC.l  ICH1l  C!S  - ill additio]l,  tllc lnctllod aj)))ears  tjo bc al I ar)))roxilnatioIl t o  tile f u l l  llaum-
\47clcllcstiI~-Jatit>ll IIrc,cess, W e  IIO})C to lIave II]orc  r e su l t s  rcgardir)g  ol]lille  aclal)tatioll by tlIe ti~nc
c)f works}lol).

Otllcr issues i]lvolvc  tllc rohushicss  oflil}car AI{X IIIOCICIS fc)r cliaractcrisi]lg; clla]lgcs i]) a  Lilne
s e r i e s :  currcl)tll:y w c  use a fIxccl  c)rdcr It-iodc]  w]jere  tile c)rdcr is clIcxmlI based c)II tlIe  IJcn-lrlal d a t a
but lnay IIot l)c a~)~)rol)riatefor fault,  c)r trallsicllt stfitcs. For tlIe ]~urlmses  of  cl)allgc  clet,cctic)ll t,lIc
li~]mr AI{X fcat~lresi]a~~ct~~orkecl  well ill l)ractice -- ]Iowcvcr,  less  l)arall-letricr  c))rcsel]tatic)  l]swollld
ill IJrilic.i})lc ])rovicle tl}e al)ility tc] cletcct a I)roader set of f a u l t  c.o]lclitio]ls.

A})otllcr  ])ritnary liInitatic)n of tl]ccurrc~]t  II Iodel  ist.l)c rclia]lceol) af i rs t -order  h4arkov  assurnl~-
tioll - again) cxtcllsiorls to illc.lucle Sl)ecific state cluratioll clc]lsity  Inoclc]s (otllcr tlIal I tl}le iIn J)licit
gmlliet)ric clcllsity)f orcertaili  tyl)esc )ffalll[,st irel)l](lcri llvcstip,atic)l)- SLICII  sell-l i-hflarkov  ~)rc)ccsscs

l]avc  bccII succ.cssful]y  used  ill sl)ecc.11  al]l)licatiolls [16].

l“or fault,  mollitoril)g al)plic.atic)ns  tile cvidcl)c.e  sc) f a r  i nd i ca t e s  that tlIc ~ellcrative/discrimiIlativc
a})l)roac.1] is ll)cmc sens i t i ve  to c.llallgc cletcctic]~l L)lall t}]e })urcly cliscrirni]latlivc  me t . l l oc ] ,  a]ld  t]lat
tile usc c)f llh4M mctl)oc]s  increases t]]c quality of tllc model sulmtantially hy usil)g  ]]rior  k])owleclgc
tic) acc.oullt, fc)r tcln~)c)ra]  c.c)rrclatiolis. ‘J’lIe al)ilit,y to lil]li tlicse cliffcrcnt  IIIC)CICIS witlli]l a  u~iifyillg
l)roha})ilist,ic  framcwcmh  is a critical factc)r  ill tlteir sllc.ccssfu]  al,r)licatioll.



‘J’]IC rcscarc.tl  dcscritjcd ill this ]Ja],cr  w a s  IJcrforll}cd  at tile J e t  l’ro])ulsic)l]  l,al)c)rat,ory,  califc)rllia

IIlstitutc o f  ‘1’ecl]llology,  ultdcr a contract  witil  tllc Natiolla] Amcmautics  al)d Sjmc.e Adlllillistratic)]l
aIId w a s  suj)])orkd ill }Jart I)y I) AILI’A under F;rall[  ]Iullll)m  NOO014-!)  2-J-1860”
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